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1.0 ASSOCIATED POLICY

. Access to Information and Protection of Privacy Policy

2.0 DEFINITIONS

Authorized Persons
University Representatives who, by virtue of their duties and responsibilities, may collect, use, and
disclose Personal Information.

Automated System
A system, software, or process that uses computation, in whole or in part, to generate content or to make
or assist decisions, recommendations, or predictions about individuals.

Office of Record
The University department or business unit that is responsible for maintaining a University record.

Personal Information

Information about an identifiable individual, including but not limited to name, contact information,
identifying numbers, financial information, biometric information, medical or health information,
educational or employment information, and opinions or views about the individual.

Record

Any electronic or other form of recorded information in which content is contained or stored, including
informationin written, graphic, electronic, digital, photographic, audio, or othermedia, but not including
software or any mechanism used to store or produce such content.

University Representatives
Employees, appointees, contractors, volunteers, and students acting in an official capacity.

3.0 PROCEDURE ELEMENTS

3.1 Collection of Personal Information

3.1.1 Collection of Personal Information must be conducted in accordance with section 5.2 of the
Access to Information and Protection of Privacy Policy. University Representatives are
responsible for ensuring that collection practices comply with those requirements.

3.1.2 Indirect collection of Personal Information is permitted only in limited circumstances
authorized under POPA. Indirect collection may occur as part of routine University programs
and activities where direct collection is not reasonable or appropriate.

3.1.3 Indirect collection commonly arises in situations such as:

3.1.3.1 administration of academic, employment, or contractual relationships, including
verification of credentials, references, eligibility, or compliance requirements;

3.1.3.2 management of employee or student matters, including investigations, discipline,
professional conduct, workplace safety, or academic integrity processes;
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3.1.3.3

3.1.3.4

3.1.3.5

3.1.3.6

3.1.3.7

health, safety, or security situations, including emergency response, threat
assessment, or protection of individuals or University property;

compliance with legal, regulatory, or reporting obligations, including requirements
imposed by statute, regulation, court order, or regulatory bodies;

program administration, planning, evaluation, or quality assurance, where
information is obtained from internal or external sources rather than directly from
the individual; and

other circumstances authorized under POPAwhere direct collectionis impracticable
or would reasonably undermine the purpose of the collection.

The examples above do not remove the requirement to assess necessity,
proportionality, and legal authority in the specific circumstances of the collection,
consistent with POPA.

3.2 Use and Disclosure of Personal Information

3.2.1 Useand disclosure of Personal Information must be conducted in accordance with section 5.3
of the Access to Information and Protection of Privacy Policy.

3.2.2

Disclosure of Personal Information without consent or outside the original purpose of
collection may occur only where authorized by law and in accordance with applicable
University policies, procedures, and delegated authorities. Such disclosures may arise in
connection with situations including, but not limited to:

3.2.2.1
3.2.2.2

3.2.2.3

3.2.2.4

3.2.2.5

3.2.2.6

3.2.2.7

protecting the health or safety of individuals;
assisting law enforcement, regulatory, or oversight bodies where authorized;

administration of University programs, services, or activities, including academic,
employment, or operational functions;

research activities where disclosure is authorized by law and conducted in accordance
with applicable research ethics, privacy requirements, and University procedures;

fundraising and alumni engagement related to the University’s post-secondary
mandate; and

records transfer, preservation, or access managed through the University Archives.
Non-routine or high-risk disclosures must be assessed through established

University processes, including consultation with the Information and Privacy Office
where appropriate.
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3.3 Protection of Personal Information

3.3.1 The University establishes and maintains reasonable administrative, physical, and technical
safeguards to protect Personal Information from unauthorized access, use, disclosure,
modification, or destruction. Safeguards must be proportionate to the sensitivity, volume, and
context in which the Personal Information is handled.

3.3.2 University Representatives must take reasonable steps to protect Personal Information in
their custody or control. This includes:

3.3.2.1 ensuring that access to Personal Information is limited to authorized individuals;
3.3.2.2 verifying recipients before disclosing or transmitting Personal Information;

3.3.2.3 using only approved University systems and tools to store, access, or transmit
Personal Information;

3.3.2.4 taking appropriate precautions when working remotely or in public or shared
environments;

3.3.2.5 ensuring that physical and electronic records containing Personal Information are
secured when not in use; and

3.3.2.6 avoiding the collection, use, or disclosure of more Personal Information than is
necessary for the task.

3.3.3 Where a University Representative becomes aware of circumstances that may compromise
the protection of Personal Information, including suspected security weaknesses,
inappropriate access, or potential breaches, (such as misdirected communications,
inappropriate system access, or loss of records), they must promptly notify the Information
and Privacy Office in accordance with established incident management processes.

4.0 RELATED POLICIES, PROCEDURES, FORMS AND OTHER DOCUMENTS

. Access to Information Procedure
. Correction of Personal Information Procedure

Records Retention and Destruction Procedure

Use of Personal Information for Academic Research and Creative Activity Procedure

Information Security Policy

Acceptable Use of Technology Policy
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5.0 ACCOUNTABILITY

Responsible Office
Information and Privacy Office

6.0 HISTORY

Relevant Dates

Approved: 2026.07.28
Effective: 2026.07.28
Next Review: 2031.07

Modification History
24.08.27: New procedure. Approved by President’s Policy Committee (#¥2024.08.27-03.3 EC).

26.07.28: Updated to reflect the implementation of Alberta’s Protection of Privacy Act and
alignment with the revised Access to Information and Protection of Privacy Policy,
including updates to legislative references and clarification of existing collection, use,
disclosure, and protection requirements. Approved by President’s Policy Committee
(#2026.07.28-03.1 EC).
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